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Outline

• DoS attack modeling and dynamic instability

• FDI attack modeling and detection 
• Unknown state and input estimation
• CUSUM
• PCA

• Main references: 

- [S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010: 
https://engineering.purdue.edu/~sundara2/misc/ft_control_lecture_notes.pdf]

- [H. Sandberg, Lecture notes, EL2850, KTH, 2025]
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Disclaimer ( )
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Theorem: Suppose 𝐁𝐁 is square and has full rank. 
The expected value of the state 𝐱𝐱[𝑘𝑘] is bounded, iff

(𝜌𝜌 𝐀𝐀 is largest magnitude of eigenvalues of 𝐀𝐀)

Attack Model: Denial-of-Service (DoS) on 
Actuator Channel Confidentiality attack: disclosure 𝑐𝑐𝑢𝑢, 𝑐𝑐𝑦𝑦

Integrity attack: false data injection (𝑖𝑖𝑢𝑢, 𝑖𝑖𝑦𝑦)
Availability attack: DoS attack (𝑎𝑎𝑢𝑢, 𝑎𝑎𝑦𝑦) 

Assume plant 𝑃𝑃 can be modeled by linear discrete-
time state-space model (time index 𝑘𝑘 ≥ 0):

𝑑𝑑

𝑑𝑑

Inherently unstable plants 𝑃𝑃 are much more 
sensitive to a few dropped control commands. 
Stable plants lose performance, but not stability

[H. Sandberg, “Cyber-physical security,” in Encyclopedia of Systems and Control, 2020]
[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see 
Corollary 6.1)] 4



Example 1: DoS Attack in F-8 Longitudinal Dynamics

5[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapters 2-3)]



Example 1: DoS Attack in F-8 Longitudinal Dynamics
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[DoS_F8.py]



Attack Model: False Data Injection (FDI)

Confidentiality attack: disclosure 𝑐𝑐𝑢𝑢, 𝑐𝑐𝑦𝑦
Integrity attack: false data injection (𝑖𝑖𝑢𝑢, 𝑖𝑖𝑦𝑦)
Availability attack: DoS attack (𝑎𝑎𝑢𝑢, 𝑎𝑎𝑦𝑦) 

Assume plant 𝑃𝑃 can be modeled by linear discrete-
time state-space model (time index 𝑘𝑘 ≥ 0):

Sensors and actuators can be corrupted by (𝑖𝑖𝑢𝑢, 𝑖𝑖𝑦𝑦)

Problem: How, and when, can we design a 
Detector that alarms when 𝑖𝑖𝑢𝑢, 𝑖𝑖𝑦𝑦 ≠ 0?

𝑑𝑑

𝑑𝑑

[H. Sandberg, “Cyber-physical security,” in Encyclopedia of Systems and Control, 2020]
[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see 
Chapters 2-3)] 7



Example 2: FDI Attack in Car Speed Control

8[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapters 2-3)]



Example 2: FDI Attack in Car Speed Control
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[FDI_car.py] When can Detector estimate 𝑖𝑖𝑦𝑦?



Attack Model: False Data Injection (FDI)

Confidentiality attack: disclosure 𝑐𝑐𝑢𝑢, 𝑐𝑐𝑦𝑦
Integrity attack: false data injection (𝑖𝑖𝑢𝑢, 𝑖𝑖𝑦𝑦)
Availability attack: DoS attack (𝑎𝑎𝑢𝑢, 𝑎𝑎𝑦𝑦) 

Assume plant 𝑃𝑃 can be modeled by linear discrete-
time state-space model (time index 𝑘𝑘 ≥ 0):

Sensors and actuators can be corrupted by (𝑖𝑖𝑢𝑢, 𝑖𝑖𝑦𝑦)

Problem: How, and when, can we design a 
Detector that alarms when 𝑖𝑖𝑢𝑢, 𝑖𝑖𝑦𝑦 ≠ 0?

𝑑𝑑

𝑑𝑑

[H. Sandberg, “Cyber-physical security,” in Encyclopedia of Systems and Control, 2020]
[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see 
Chapters 2-3)] 10



Assumptions on Detector
• Assume desired control 𝑢𝑢𝑑𝑑 known 

• Use linearity and subtract the desired control from the model, and collect all unknown 
perturbations in a new attack signal 𝐮𝐮 𝑘𝑘 = (𝐢𝐢𝐮𝐮 𝑘𝑘 , 𝐢𝐢𝐲𝐲[𝑘𝑘]) ∈ ℝ𝑚𝑚

• New model

• Known (typically): Model (𝐀𝐀,𝐁𝐁,𝐂𝐂,𝐃𝐃) and output 𝐲𝐲 𝑘𝑘 ,𝑘𝑘 ≥ 0
• Unknown (typically): Input 𝐮𝐮 𝑘𝑘 and state 𝐱𝐱[𝑘𝑘], 𝑘𝑘 ≥ 0

Reformulated problem: Alarm as soon as possible when 𝐮𝐮 𝑘𝑘 ≠ 0

[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapters 2-3)]
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Prototypical Estimation Problems

• Depending on assumptions on what variables are known and unknown, several estimation 
problems can be posed, and solved using linear algebra:

• Problem 1: Estimation of 𝐱𝐱 from 𝐲𝐲 and 𝐮𝐮 (observability)
• Problem 2: Estimation of 𝐮𝐮 from 𝐲𝐲 and 𝐱𝐱[0]
• Problem 3: Estimation of 𝐮𝐮 and 𝐱𝐱 from 𝐲𝐲 (strong observability)
• Problem 4: Asymptotic Estimation of 𝐮𝐮 and 𝐱𝐱 from 𝐲𝐲 (strong detectability)
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Useful Result from Linear Algebra
Consider the model (𝐲𝐲 received measurement, 𝐱𝐱 unknown state, 𝐮𝐮 unknown attack):

(U1): There is at least one exact solution 𝐱𝐱,𝐮𝐮 iff

(Compute one solution using 𝐱𝐱 𝐮𝐮 ⊤ = 𝐂𝐂 𝐃𝐃 +𝐲𝐲, where + denotes a pseudoinverse)

(U2): The solution 𝐮𝐮 is unique iff

• Sample applications:
• (U1 - anomaly detection): Is 𝐲𝐲 consistent with the state and attack model?
• (U2 - attack reconstruction): Can I uniquely reconstruct the attack 𝐮𝐮 from 𝐲𝐲?

13



From Dynamics to a Linear Equation 
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Problem 1: Estimation of 𝐱𝐱 from 𝐲𝐲 and 𝐮𝐮

• State estimation: estimate unknown state from known input and output

• Stack data over time horizon [0, 𝐿𝐿]:

with observability matrix 𝒪𝒪𝐿𝐿 and invertibility matrix 𝒥𝒥𝐿𝐿
• Rearranging we obtain and we can uniquely solve for 𝐱𝐱[0] iff

rank 𝒪𝒪𝐿𝐿 = 𝑛𝑛 (system is observable; use (U2)) 

• Theorem: System is observable iff rank 𝒪𝒪𝑛𝑛−rank(𝐂𝐂) = 𝑛𝑛
• Remark: There is a delay 𝐿𝐿 ≤ 𝑛𝑛 − rank(𝐂𝐂) before we can estimate the state 𝐱𝐱[0]

[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapters 2-3)]
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Example 3: Observability

[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapters 2-3)]
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Problem 2: Estimation of 𝐮𝐮 from 𝐲𝐲 and 𝐱𝐱[0]
• Input estimation: estimate unknown input from known input and state

• Stack data over time horizon [0, 𝐿𝐿]:

with observability matrix 𝒪𝒪𝐿𝐿 and invertibility matrix 𝒥𝒥𝐿𝐿
• Rearranging we obtain and can uniquely solve for 𝐮𝐮[0] iff rank 𝒥𝒥𝐿𝐿 =

rank 𝒥𝒥𝐿𝐿−1 + 𝑚𝑚 (system is invertible with delay 𝐿𝐿; use (U2)) 

• Theorem: If system not invertible for 𝐿𝐿 ≤ 𝑛𝑛 − nullity 𝐷𝐷 + 1, then it is never invertible

• Remark: To determine 𝐮𝐮[1], shift the horizon 0, 𝐿𝐿 → [1, 𝐿𝐿 + 1]
• Lemma: System is invertible (for some 𝐿𝐿) iff rank for at least one 𝑧𝑧 ∈ ℂ

𝒥𝒥𝐿𝐿−1

[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapters 2-3)]
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Example 4: Fault/Attack in F-8 Elevator Angle

[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapters 2-3)]

Suppose there is a fault/attack in the elevator angle: �𝐮𝐮 𝑘𝑘 = 𝐮𝐮𝑑𝑑 𝑘𝑘 + 𝐢𝐢𝐮𝐮[𝑘𝑘]. 
Can we reconstruct the fault/attack using only 𝐱𝐱 0 ,𝐲𝐲2, and 𝐮𝐮d?

18



• Input and state estimation: estimate unknown input and state from known output

• Stack data over time horizon [0, 𝐿𝐿]:

with observability matrix 𝒪𝒪𝐿𝐿 and invertibility matrix 𝒥𝒥𝐿𝐿
• We can uniquely solve for 𝐱𝐱[0] iff rank [𝒪𝒪𝐿𝐿 𝒥𝒥𝐿𝐿] = rank 𝒥𝒥𝐿𝐿 + 𝑛𝑛 (system is strongly observable 

with delay 𝐿𝐿; use (U2)) 

• Theorem: If system not strongly observable for 𝐿𝐿 ≤ 𝑛𝑛, then it is never strongly observable

• Remark: Once 𝐱𝐱[𝑘𝑘] and 𝐱𝐱 𝑘𝑘 + 1 are found, we solve for 𝐮𝐮[𝑘𝑘] using

• Lemma: System is strongly observable (for some 𝐿𝐿) iff rank for all 𝑧𝑧 ∈ ℂ
(transfer function matrix has no zeros, only poles) 

Problem 3: Estimation of 𝐮𝐮 and x from 𝐲𝐲

[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapters 2-3)]
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Example 5: Strong Observability of F-8 

[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapters 2-3)]
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• If system is not strongly observable, we cannot exactly find state and input with a fixed delay 
using only outputs. When and how can we asymptotically estimate state and input?

• If system is invertible with delay 𝐿𝐿, there is a 𝐏𝐏 such that

• We can write the (unknown) input as

• Eliminate input in the system model

• Replace 𝐱𝐱 with a state estimate �𝐱𝐱 leading to an unknown input observer (UIO):

• When do we have �𝐱𝐱[𝑘𝑘] → 𝐱𝐱 𝑘𝑘 for any �𝐱𝐱[0]? Iff there is a 𝐏𝐏 such that all eigenvalues of 𝐀𝐀 − 𝐁𝐁𝐁𝐁𝒪𝒪𝐿𝐿
are inside the unit disc (𝜌𝜌 𝐀𝐀 − 𝐁𝐁𝐁𝐁𝒪𝒪𝐿𝐿 < 1)! (System is strongly detectable with delay 𝐿𝐿)

• Lemma: System is strongly detectable (for some 𝐿𝐿) iff rank for all 𝑧𝑧 ∈ ℂ such 
that 𝑧𝑧 ≥ 1 (transfer function matrix has no zeros on or outside of the disc. The system is  
minimum phase) 

• Remark: Asymptotically estimate the attack using                                                         

Problem 4: Asymptotic Estimation of 𝐮𝐮 and x from 𝐲𝐲

[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapter 3)]
21



Comparison to Regular (Luenberger) State Observer 
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• Consider the system model

with known input 𝐮𝐮[𝑘𝑘]
• For any filter gain 𝐋𝐋, add output injection

• Replace 𝐱𝐱 with a state estimate �𝐱𝐱 leading to the state observer

• When do we have �𝐱𝐱[𝑘𝑘] → 𝐱𝐱 𝑘𝑘 for any �𝐱𝐱[0]? Iff there is an 𝐋𝐋 such that all eigenvalues of 𝐀𝐀 −
𝐋𝐋𝐋𝐋 are inside the unit disc (𝜌𝜌 𝐀𝐀 − 𝐋𝐋𝐋𝐋 < 1)! (Model (𝐀𝐀,𝐂𝐂) is detectable)



• To find an UIO in practice, first solve

where 𝐍𝐍 is a basis of the left nullspace of 𝒥𝒥𝐿𝐿
• Note that for any filter gain 𝐆𝐆 of appropriate dimensions

• Then an UIO is given by

• If model (𝐀𝐀 − 𝐁𝐁𝐁𝐁𝒪𝒪𝐿𝐿,𝐍𝐍𝒪𝒪𝐿𝐿) is detectable there is a gain 𝐆𝐆 such that 𝜌𝜌 𝐀𝐀 − 𝐁𝐁𝐁𝐁𝒪𝒪𝐿𝐿 − 𝐆𝐆𝐍𝐍𝒪𝒪𝐿𝐿 < 1. 
Equivalent(!) to no zeros on or outside of the disc

• Compare gain 𝐆𝐆 with 𝐋𝐋! 

Problem 4: Asymptotic Estimation of 𝐮𝐮 and x from 𝐲𝐲

[S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010 (see Chapter 3)]
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Example 6: Estimating Unknown Input and State in F-8 
Airplane from Outputs (with delay 𝑳𝑳 = 𝟏𝟏)

24

[UIO_f8.py]



Example 7: Design of Unknown Input Observer
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Outline

• DoS attack modeling and dynamic instability

• FDI attack modeling and detection 
• Unknown state and input estimation
• CUSUM
• PCA

• Main references: 

- [S. Sundaram, “Fault-Tolerant and Secure Control Systems,” Lecture Notes, 2010: 
https://engineering.purdue.edu/~sundara2/misc/ft_control_lecture_notes.pdf]

- [H. Sandberg, Lecture notes, EL2850, KTH, 2025]
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What If There Is Stochastic Noise? Use CUSUM!

• What if measurements are corrupted by stochastic noise? Leads to a noisy residual signal

Suppose 𝜖𝜖[𝑘𝑘] is zero-mean i.i.d. (independent, identically distributed) stochastic noise

• A simple threshold 𝜂𝜂 > 0 alarm test: 

generally has a bad trade-off between false and true alarm rates. [Stateless test]

• Cumulative Sum (CUSUM) tests generally generate far fewer false alarms and still provide 
short delay until true alarm (sometimes optimal test structure):

where 𝛿𝛿 > 0 is a tunable bias. [Stateful test]

[J, Giraldo, et al., “A Survey of Physics-Based Attack Detection in Cyber-Physical Systems.” ACM Computing Surveys, 2018]
[H. Sandberg, “Lecture 13: Quickest Change Detection and Data-Based Methods,” Lecture notes, EL2850, KTH, 2025]
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CUSUM Performance

28[H. Sandberg, “Lecture 13: Quickest Change Detection and Data-Based Methods,” Lecture notes, EL2850, KTH, 2025]

ARL = Average Run Length (mean #samples to alarm)

No attack Attack

Mean #samples between false alarms: ~105
Mean #samples alarm delay after onset attack: ~5



Outline

• DoS attack modeling and dynamic instability

• FDI attack modeling and detection 
• Unknown state and input estimation
• CUSUM
• PCA

• Main references: 
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What If There Is No Model? Consider PCA!
• Results so far have assumed model (𝐀𝐀,𝐁𝐁,𝐂𝐂,𝐃𝐃) is known. What if we only have collected 

input/output data?

• Indirect approach: Estimate (𝐀𝐀,𝐁𝐁,𝐂𝐂,𝐃𝐃) first using system identification (subspace, ML, etc.)

• Direct approach: Large number of data-driven methods available (autoencoders, PCA, etc.)

• Principal Component Analysis (PCA) is a classical method from multivariate statistics

• Suppose high-dimensional sample data sequence 𝐲𝐲 0 , 𝐲𝐲 1 , … , 𝐲𝐲 𝐿𝐿 (𝐿𝐿 and 𝑝𝑝 large) collected

• Suppose nominal data (with no attack/anomalies) lie on a low-dimensional subspace in ℝ𝑝𝑝:
1. Estimate nominal subspace of dimension 𝑛𝑛 < 𝑝𝑝 that captures the maximum possible variance of 

the collected data
2. As new data samples arrive, 𝐲𝐲 𝑘𝑘 ,𝑘𝑘 > 𝐿𝐿, compute distance to nominal subspace and alarm if 

distance to subspace is large enough (use stateless or stateful test)

• Autoencoders: Nonlinear generalization of PCA. Assume nominal data lies on low-
dimensional (nonlinear) manifold instead of (linear) subspace. Less theory, lots of code 
available

[H. Sandberg, “Lecture 13: Quickest Change Detection and Data-Based Methods,” Lecture notes, EL2850, KTH, 2025]
30



PCA Formulas
• From samples 𝐲𝐲 0 , 𝐲𝐲 1 , … , 𝐲𝐲 𝐿𝐿 , first compute sample mean and center the data

• Compute sample covariance of data

• Find the largest directions of variations in data (“principal components”) using eigenvectors

31



PCA Formulas
• If data mostly lies in a subspace of dimension 𝑛𝑛, then

• Projected coordinates in subspace

• For new data point, compute residual to check distance to subspace and alarm if large

• Use CUSUM test to curtail number of false alarms 

32



Autoencoders and Nonlinear PCA
• Encoder:

where 𝑓𝑓𝜃𝜃 is (deep ) Neural Network (NN) with many trained parameters 𝜃𝜃
• Decoder:

where 𝑔𝑔𝜙𝜙 is (deep ) NN with many trained parameters 𝜙𝜙
• Parameters trained to minimize reconstruction loss

• For new data point, alarm if loss(𝑦𝑦 𝑘𝑘 , �𝑦𝑦[𝑘𝑘]) > 𝜂𝜂, 𝑘𝑘 > 𝐿𝐿, or use CUSUM test as earlier

• If maps 𝑓𝑓𝜃𝜃, 𝑔𝑔𝜙𝜙 linear and loss quadratic: PCA is the optimal solution. For nonlinear maps, few 
theoretical guarantees available

33



Summary (Part II)
• DoS attack modeling and instability in control systems

• FDI attacks and detection methods
• Linear algebra reveals which sensors are necessary for detecting specified attack/faults
• Dynamics helps in estimating unknown state and attacks/faults!
• Linear algebra provides constructive tools for reconstructing attacks/faults
• Useful tools both for risk management (offline) and operations (online)
• Four prototypical estimation/detection problems

• Noisy data: Use threshold tests. Stateful tests (CUSUM) provide (much) better design trade-offs 
than stateless tests (𝜒𝜒2-test, for example)

• Indirect vs. direct data-based methods: Powerful direct data-based anomaly detection methods 
(PCA, autoencoders, etc.) available. To reconstruct attacks/faults, some model knowledge 
generally necessary, and indirect methods are then preferable

34
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